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Incidents/Articles of Note:

¢ Plans for a Protest by Truckers in the U.S. Gain Momentum

e FBI Warns Of BlackByte Ransomware Attacks On Critical Infrastructure

e Ransomware Targeted 14 Of 16 U.S. Critical Infrastructure Sectors In 2021

¢ Racially Motivated U.S. Extremists May Plan Attacks on Energy Sites

¢ Extremists See US Power Grid As Target, Gov’t Report Warns

¢ Virginia Tech expert discusses protecting US infrastructure from cyberattacks

« US cyber defense agency warns of possible Russian cyberattacks amid
tensions


https://fusion.vsp.virginia.gov/vfcshield/ciaware-feb-2022/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/shield
https://fusion.vsp.virginia.gov/shield-products
https://fusion.vsp.virginia.gov/resources
https://fusion.vsp.virginia.gov/sar
https://fusion.vsp.virginia.gov/shield
https://www.securityweek.com/fbi-warns-blackbyte-ransomware-attacks-critical-infrastructure
https://www.securityweek.com/ransomware-targeted-14-16-us-critical-infrastructure-sectors-2021
https://www.newsweek.com/racially-motivated-us-extremists-may-plan-attacks-energy-sites-intel-warns-1672760
https://www.usnews.com/news/politics/articles/2022-01-25/extremists-see-us-power-grid-as-target-govt-report-warns
https://www.wfxrtv.com/news/international/virginia-tech-expert-discusses-protecting-us-infrastructure-from-cyberattacks/
https://www.nytimes.com/live/2022/02/08/world/canada-trucker-protest
https://thehill.com/policy/cybersecurity/594013-us-cyber-defense-agency-warns-of-possible-russian-cyberattacks-amid

- Tools and Resources -

Virginia Infrastructure
Overview

While the nation’s infrastructure earned
a C- in the 2021 Infrastructure Report
Card, Virginia faces infrastructure
challenges of its own. For example,
driving on roads in need of repair in

Virginia costs each driver $517 per year,

and 4.4% of bridges are rated
structurally deficient. Drinking water
needs in Virginia are an estimated $8.1
billion. 356 dams are considered to be
high-hazard potential. The state’s
schools have an estimated capital
expenditure gap of $973 million. This
deteriorating infrastructure impedes
Virginia’s ability to compete in an
increasingly global marketplace.
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Terrorist Attacks on Critical
Infrastructure Sectors

Among the terrorist attacks that did
target critical infrastructure, certain
sectors were impacted more than
others. Between 1970 and 2015, more
than two-thirds (68%) of all attacks on
critical infrastructure in the United States
targeted the commercial facilities (22%),
government facilities (21%), healthcare
and public health (14%), and financial
services (11%) sectors.
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https://infrastructurereportcard.org/state-item/virginia/
https://www.start.umd.edu/pubs/START_DHS_GTD_Targeting%20Critical%20Infrastructure%20in%20the%20US_June2016.pdf
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.
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